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Collision resistance

» Essential property for hash functions
» Let H be a n-bit hash function
» It should be hard to find M # M’ such that H(M) = H(M'):

» Best generic attack based on birthday paradox
» Requires 2"/2 calls to H

» Elementary algorithm;

» Evaluate H at 2"/2 points
» Sort and read list to find collision
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Reminder: Memoryless algorithms for collisions

» Based on cycle finding on sequence X1 = H(Xp)

» Brent
» Floyd
» Nivasch
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Nivasch’s method

» Compute sequence X,1 = F(Xn)
» Keep list of “smallest” encountered values:

Lo< Ly <o <Ly

» Stored as pairs (L;, N;) where Xy, = L;
» Insertion rule:
> If L,' < Xn < L/+1, let (L/+1a Ni+1) — (Xn, n)
Erase the end of list L
» If L; = X, cycle of length n — n; discovered

Entrance of the cycle = Collision
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What about Multicollisions?

» A k-collision for F is k-tuple of distinct values such that:
F(ai) = F(a2) =--- = F(ak)
» Hard to find in general. Well known that:

ki N7k

evaluations of F are required.
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Elementary algorithm for k-collisions

» Compute F at k! N(k—1/k distinct random points
» Sort
» Search for k consecutive equal values

Expensive in terms of memory.
Cannot be easily parallelized.
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The case of 3-collisions

» Elementary algorithm = time: N2/3, memory: N?2/3
» No useful parallelization

» Note that different time/memory tradeoff are possible
» Typical tradeoff: Time N°/4, memory N'/2

Can we do better ?
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A first improvement

» Use cycle finding collision algorithm on F o
» Obtain N'/4 different collisions.
» Compute F at N3/ random points

Collision between the two phases = 3-Collision.

» Time: N®“ memory: N'/4
» Can be parallelized, but requires N'/4 mem/proc
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Going further

» Goal: obtain N'/3 collisions in time N?/3
» Then compute F at N?/3 random points

Collision between the two phases = 3-Collision.

» Time: N2/3, memory: N'/3
» Can be parallelized, but would require N'/3 mem/proc

How to reach this goal?
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Cheaper collisions

» Phase 1:
» Construct N'/3 random chains (s, f) where f = F(N'*)(s)
» Sort by f values

» Phase 2:

> Construct new random chains
» If FO)(x) is a storedf go to phase 3

» Phase 3:
> We know that F(N')(s) = F()(x)
> Thus FO(FN"*~)(s)) = FO(x)
» Usually = Collision

Yields N'/3 collisions in time N2/3
using memory N'/3
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Parallelizable approach

» Based on Distinguished points
» A point x is distinguished if x < M (M ~ N?2/3)
» Assume N, ~ N'/3 processors

» In Phase 1, each processor:

Chooses a random xg

Computes xj1 = F(x;)

Stops when x; < M (or aborts if i > 20 N'/3)

Sends (x;, Xo, /) to processor numbered x; (mod Nj)

» In Phase 1, each processor:

» Collects triples (D, X, ¢) with common D value
» Recomputes synchonized chains
» Wins if simultaneous collision of 3 chains

vV vy vVvYyYy

3-collisions in time N'/3
using N'/3 processors
(Constant memory/processor)
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With fewer processors

3-collisions in time N2/3-¢
using N? processors

(N'/3=% memory/processor)
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Is it optimal ?



Example

» Function based on DES:
F(x) = DESk, (x) ® DESk, (x),

with K; = (3322110077665544)15 and
K, = (3b2a1908716e5d4¢)1g.

» Example computed on a mix of CPUs and graphic cards '
» We found:

F(d332b9ba5e5a7d4e) = F(51b8095db532afcc)
= F(b084dc15dce042ab)

"Thank to CEA/DAM for the computing power.
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More details

» Parameters:
» M = 2* = average length of chains: 220
» We found 35447 322 chains =
3078699 groups of 3 or more chains (max. 36)
» First phase:
» Mix of CPUs and graphic cards

» 32 Intel Xeon at 2.8 GHz
» 8 Nvidia CUDA cards (Tesla type)

» Running time equivalent to:

» 94 days on a single Xeon or
» 11.5 days on a single Tesla

» Second phase:

» Xeon CPUs only
» Running time:
» 18 days on a single Xeon

» Allin all, 3 triple collisions found
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Generalization to k-collisions

» Elementary algorithm = time: N(*—1)/kK memory: N(k—1)/k
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Generalization to k-collisions

» Elementary algorithm = time: N(*—1)/kK memory: N(k—1)/k
» Generalization of distinguished points approach
(0 < (k—2)/k)

k-collisions in time Nk-1)/k=0
using N’ processors

(Nk=2)/k=0 memory/processor)
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A possible application

» Improving Ferguson-Lucks attack on AURORA (eprint
2009/113)

» Attack remains unpractical
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